
Abstract
Property and casualty (P&C) insurance fraud adds up to 
over $30 billion annually, affecting an insurer’s bottom line 
significantly. Best-in-class firms use fraud technology and a 
range of data sources to detect, analyze, and prevent fraud 
from occurring.

Reducing P&C 
fraud with the latest 
digital tools
How to give your SIU team the 
best tools it needs
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Introduction

Kill the opportunity, kill the fraud

Insurance claims fraud is a business, adding up to over 
$30 billion annually. What’s more, it supports a lot of illicit 
activities, like money laundering and terrorism. But small-
time crooks can also seriously affect an insurance firm’s 
bottom line when they commit fraud because they need 
money during bad economic times.

Criminologist Donald Cressey is a renowned expert on 
organized crime (Charles, January 2016). He interviewed 
convicts and created the so-called fraud triangle (see Figure 
1), which many people in the insurance industry now use to 
determine why someone commits fraud. It suggests that for 
fraud there are three linked factors. They are (Biegelman 
and Bartow, 2006 p. 32–36):

 ● Rationalization: The way that people justify their 
actions—for instance, their frame of mind, their concepts 
of right and wrong, their upbringing and how they feel 
about getting away with something.

 ● Motive: The reason why a person commits fraud, such as 
greed, debt, drug/alcohol abuse, and so on.

 ● Opportunity: The person’s ability to conduct the fraud in 
the absence of controls, oversight, and technology.

Insurers can’t control motive. They can’t change someone’s 
financial situation or cure a gambling problem, for 
example. Nor can they control rationalization: There is 
nothing they can do to alter people’s ethics. But they can 
control opportunity by blocking it—and just eliminating 
opportunity can stop fraud in its tracks. For organized 
fraud, the goal is to follow the money and identify the 
puppet master. For opportunistic fraud, it is to identify and 
prevent the fraud. Enterprises can detect, investigate, and 
prevent both kinds with more safeguards, a dedicated fraud 
unit, better training, and—most importantly—new anti-
fraud technology.

Insurers need to identify fraud before they make 
payments on claims, because getting the money back can 
take years—if they recover it at all. Claim representatives 
are the first line of defense against fraud. But between 
paying claims, serving customers and fielding phone calls, 

Figure 1: Donald Cressey’s Fraud Triangle
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they have a tough job with many demands on their time. 
You need another line of defense—fraud technology. 
Fraud technology doesn’t sleep or take vacations: It 
detects fraud 24/7/365.

Here are a few findings from a 2012 study on insurers’ use of 
anti-fraud technology (Coalition Against Insurance Fraud, 
September 2012):

 ● 12% of the insurers surveyed said they are not using any 
anti-fraud technology

 ● Insurers said they are using three main technologies: 
business rules/red flags, claim scoring, and link analysis

 ● 52% said that the main benefit of anti-fraud technology 
was uncovering organized fraud

 ● Insurers said they soon planned to expand their use of 
text mining and predictive models

 ● More than half of the respondents said that they had been 
using anti-fraud technology for more than five years

That study is now five years old: A new survey would help 
determine whether respondents have made changes since 
then, such as adding more fraud technology or improving 
on what they had at the time.

If your special investigative unit (SIU) makes limited use 
of fraud technology—or doesn’t use it at all—you might find 
the following information useful. It covers several different 
technologies and data sources designed to add value in 
your fight against this crime.

You’ve got the data. Use it.
Insurance companies collect a wealth of data at point 
of sale, during the underwriting process, and whenever 
insured’s make claims. It makes sense for insurers to use 
all that data to become more efficient, improve marketing 
strategies, help with risk assessment, and establish 
pricing, among other things. For many insurers, however, 
upgrading analytics to stop paying fraudulent claims is a 
priority (Coalition Against Insurance Fraud, April 2017).

Here’s what the right kind of analytics can do for 
fraud detection:

It identifies hidden trends and patterns within claims data 
not found through traditional methods. In a sense, it finds 
“the needle in the haystack.”

It gleans information internally and externally from 
all accessible structured and unstructured data to make 
a more complete model, reducing the likelihood of 
false positives.

It works well when combined with business rules to confirm 
or refute a fraud score.

It makes firms more proactive about identifying fraud 
trends so they’re less likely to pay out on a claim a new 
scheme comes along.

It makes finding fraud easier and more cost effective.

The four stages of fraud 
detection analytics
Fraud detection using analytics is a four-stage process (see 
Figure 2)—each stage more complex than the last. Here’s 
how the process is typically structured.

Stage 1 – Traditional fraud detection

 ● Uses business rules, anomaly detection, and 
predictive models

 ● Uses structured internal data sources from 
carriers’ systems

 ● Works well for carriers with no prior detection set-up, 
but is less efficient over time once fraudsters figure out 
the model

Stage 2 – Big data

 ● Converts masses of structured and unstructured 
data to identify trends and patterns for actionable 
recommendations

 ● It uses external data sources and integrates it with 
internal client data
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 ● It applies text mining to identify key words and phrases 
within structured and unstructured data

Stage 3 – Intelligent fraud management 
systems

 ● It develops an advanced fraud model structure with 
some cognitive computing

 ● The system becomes more intuitive and identifies more 
complex fraud within the data

Stage 4 – Artificial intelligence

 ● It proactively identifies potential fraud areas and 
suggests ways to close the gap before anyone can 
perpetrate the fraud

 ● It provides decision-makers with more concise reasoning 
on fraud detection

 ● In some instances, it lets an identified fraud bypass triage 
and go straight to an investigator, reducing cycle time

Figure 2: Machine learning and the future of fraud management

Stage I 
Stage I Technology.  
Traditional Fraud 
Analytics

Current Stage I level 
of fraud detection 
currently relies on two 
or three techniques, 

and has reached a plateau 
due to both technological 
limitations as well as 
systemic constraints: 

Statistical Methods 
(Classical) 

Data Mining 
Calculation of Statistics 
Distribution Based 
User Profile Analytics 
Clustering and Classification 
Matching Algorithms

Artificial Intelligence 
(Weak) 

Rule Inference  
Decision Trees 
Expert Systems 
Statistical Learning 
(Type I)

Artificial Intelligence 
(Moderate) 

Machine Learning 
(Type II) 
Pattern Recognition 
Genetic Algorithms

Stage II 
Level II Technology. Next 
Generation Fraud Analytics 
powered by Big Data

The next generation, 
the Stage II class of 
techniques, will have to 
counter ever-increasing 

threats which are likely to 
have more sophisticated 
characteristics.  To tackle 
these threats, organizations 
will have to rely on Big Data 
Analytics and Adv. Learning 
Technologies:

Unstructured Data 
Convert data 
(documents) & voice 

transcriptions into vectors 
(data objects) to facilitate rapid 
search and enable insight 
generation using traditional 
search and retrieval methods.

Self Organizing Data 
Lakes 
Automated algorithms 

will figure out how to pool 
information across structured 
and unstructured sources 
will be integrated to provide a 
holistic view of the claim, for 
advanced analytics.

Unsupervised Learning 
Apply unsupervised 
clustering algorithms 

to do both longitudinal and 
cross-sectional analyses using 
unsupervised continuous 
learning techniques across 
disparate data silos to identify 
complex fraud patterns

Stage III 
Level III Technology. 
Intelligent Fraud 
Management Systems

Once data integration 
reaches a Stage III level 
of sophistication, it will 
be possible to apply more 

advanced adaptive systems that 
approximate cognitive-level 
computing behavior, capable 
of formulating and pursuing 
hypothesis-driven analysis, 
coupled with system-level 
decision making processes that 
will help manage fraud resolution 
and incidence reduction.

Cognitive Computing 
The combined application 
of Type II and Type III 

machine learning technologies to 
approximate cognitive computing 
already exists, but remain 
inoperable due to the absence of 
sufficient data.

Fraud Management 
Systems 

The application of sophisticated 
prediction algorithms can enable 
us to quantify the impact of 
fraud along multiple dimensions 
(liability, customer churn risk, 
etc.) and will leverage cognitive 
computing technologies to 
evaluate the optimal decision 
framework for fraud incidence 
disposition, making judgments on 
a case-by-case basis as to the best 
course of action that will mitigate 
fraud without impact on customer 
satisfaction sectional analyses 
using unsupervised continuous 
learning techniques across 
disparate data silos to identify 
complex fraud patterns

Stage IV 
Level IV Technology. The 
Artificial Immune System

Stage IV technologies 
will leverage the power 
of advanced cognitive 
computing bordering 

on strong A.I. to design and 
spawn fraud attacks that 
will identify novel ways of 
exploiting/attacking the 
system, cataloging weaknesses, 
and pro-actively ensuring that 
such advanced fraud schemes 
fail before they are ever 
perpetrated.

Strong AI: The Rise of 
the Artificial Hacker

The advent of strong AI will 
lead to systems that will 
engage in cyber-wargames 
to determine weak points in 
the existing hardware and 
software infrastructure, and 
will pro-actively recommend 
process changes that will 
strengthen the safeguards 
designed to prevent fraud and 
abuse.  Such systems will act 
as advanced Artificial Immune 
Systems against large-scale 
cyberattacks.  Such systems 
will likely deploy smaller 
subprograms (forensic bots, 
t-cells, etc.) to seek out and 
destroy hacker bots that 
attempt to penetrate the 
system.
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Unquestionably, analytics have improved over the last 
decade. But organized fraudsters are becoming more 
sophisticated in their tactics, too. That’s why it’s more 
important than ever to introduce analytics for fraud 
detection. Doing so not only helps you detect fraud, it can 
put controls in place to ensure that fraud doesn’t occur in 
the first place.

Two steps are particularly important when you create an 
analytics model for fraud scoring. The first is to verify 
that historical data is as clean and accurate as possible. 
If you don’t cleanse your data thoroughly, the models 
could produce a lot of false positives. The second step is to 
update the fraud model on a regular basis. You can do this 
in several ways. One method is to take previously rejected 
scored claims and use them to recalibrate the model for 
increased efficiency and accuracy. Ideally, you would 
complete this feedback loop once a year to keep the model 
fresh for the best scored claims possible.

Link Analysis
Think of link analysis as a visual representation connecting 
people, places, and things (see Figure 3). A person of 

interest might share the same address, telephone number, 
names, and email addresses as an organized fraud ring. 
But link analysis is much more than that. If you have no 
starting point and don’t know that an organized fraud 
ring is targeting your company, a single claim may seem 
legitimate and tracking the crooks down is like looking for 
a needle in a haystack. View the same claims in a link chart, 
however, and you might see a pattern of fraud that’s at a 
much higher level.

For your SIU, the back office is the best place to use link 
analysis. That’s where an SIU analyst or a specially trained 
investigator can devote time in developing a major case.

There are two ways to use the link analysis tool. The first 
is to have the analyst manually search data for specific 
intelligence to identify the links and patterns. The second 
is to have the system automatically identify potential 
relationships within the data. This provides additional 
leads for the analyst to review and vet for organized fraud. 
In either case, it is important that the link analysis tool 
has fuzzy search logic, so it doesn’t miss a connection 
because of a misspelling. In many cases, swindlers will 
try to hide a fraud by changing an address or name. Fuzzy 
logic will help the system identify pieces of data that 
might not otherwise show up.

Figure 3: Visual representation of a link chart
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The system does this by analyzing the social network of 
so-called nodes and edges. Nodes are social networks 
of people and entities. Edges connect the nodes. The 
thicker the line, the stronger the relationship and 
connection. A good link analysis will reveal who 
associates with whom and will match to the fraud 
scheme you are working on—a much more efficient way 
than mapping connections manually.

In all instances the analyst and the major case 
investigator need to work together to develop 
intelligence. They should assess all information, 
whether it comes from inside or outside sources such 
as the National Insurance Crime Bureau (NICB), a law 
enforcement agency, or another SIU. As you gather 
intelligence, you should add it to the link chart to build 
the connections. In addition, you need to pull in as much 
data as you can from your claims data warehouse. The 
goal is to identify all prior paid out claims for potential 
recovery as well as to identify new claims coming in.

This internal intelligence gathering needs to make its way 
to your front-end fraud scoring tool. This will help score 
the new claims that involve a person or entity of interest. 
Once your SIU has gathered all the information and 
finalized the link chart, you might want it to round table 
with an internal group—usually counsel—to determine 
next steps. The link chart helps explain the fraud. Police 
and civil litigation judges tend to find it useful, too.

Layered voice analysis
Layered voice analysis (LVA) uses a unique mathematical 
process that analyzes voices to identify patterns and 
anomalies. The technology can assess whether someone is 
nervous, anxious, uncertain, or excited (Nemesysco, 2017) 
and picks up other subtleties that humans might miss. 
The technology isn’t new. The intelligence community, 
law enforcement, and other entities are already using it to 
evaluate people and their intentions.

There are two options for using LVA. The first is to put it 
in place at first notice of loss (FNOL) or shortly thereafter. 
The second is to use it in the back office as part of the 
investigators’ tool kit to help decision-makers determine 

whether a claim is legitimate. In both instances, the goal is 
to identify deception.

Installing the technology in the call center at FNOL is 
one route to go. Call center representatives use a pre-
determined script to ask the claimant questions about the 
loss. Based on the caller’s answers, the technology provides 
a low-, medium-, or high-risk score at the end of the call. An 
insurer might also use the technology and script after FNOL 
as a secondary detection layer if a different technology, 
such as a predictive model, flagged the claim as suspect. 
At that point, the claim representative would contact the 
person of interest and go through the same script.

The second option: After SIU receives a suspect claim and 
an investigation is underway, LVA can analyze a recorded 
statement that a claim representative takes. In that way, 
LVA helps the investigator or counsel pinpoint areas to 
focus on before a second interview or an examination 
under oath (EUO). The investigator can also use LVA while 
conducting an interview.

In combination with other technologies, LVA provides 
another layer of defense against criminals. It can help find 
both opportunistic and organized fraud at both point of 
sale and when someone submits a claim.

Identity verification and 
external data sources
Identity verification uses many internal and external data 
sources to verify and validate a person’s identity or to 
isolate potential opportunistic and organized fraud. These 
data sources work best in combination with other fraud 
technologies. In some instances, adding external data 
sources can add lift to a predictive model.

Many external data sources can help detect and prevent 
fraud. Here are a few internal and external ones. Some are 
free. Others charge.

 ● Mail Boxes Etc.: This data set can provide a wealth of 
information about whether a claimant is using a legitimate 
address: Fraudsters often try to pass off a post office box 
at a Mail Boxes Etc. facility as a home or business address. 
In other cases, crooks intentionally provide carriers with 
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inaccurate property information—so-called rate evasion—
in order to lower insurance premiums.

 ● U.S. Department of Health & Human Services (U.S. 
DHHS) Sanctioned Provider List: This is a free database 
on the U.S. DHHS website that you can search using 
individual names (See Figure 4). It’s best to download 
the entire database and use the list to match against 
updated claim information involving medical providers. 
You can then further investigate a match against the 
sanctioned provider list to determine if you should pay 
bills or decline them. If the investigation reveals that the 
sanctioned medical provider has submitted fraudulent 
bills, that could lead to a major case investigation 
and potential civil litigation for any money you have 
previously paid out.

 ● Internal watch list: Like the sanctioned providers list, 
this internal list consists of people, organizations, vehicle 
identification numbers (VIN), and other entities that 
an SIU can use in reviewing new claims that a subject 
submits. The list should declare why and when the entity 
made the list as well as any prior fraud investigation 
connected to it. You should routinely review and update 

the list based on your SIU’s internal protocol. If there is 
no established protocol, the rule of thumb is to review 
and update on a quarterly basis

 ● Carfax: Carfax collects a lot of data that can reveal rate 
evasion or the motive behind an auto theft claim. The 
following are a few data sources that Carfax collects 
and that insurers can use. The full list is on its website 
(https://www.carfax.com/company/vhr-data-sources).

- U.S. motor vehicle agencies:

• Identifies whether the vehicle was a prior rental

• Identifies issues with odometer and/or title

- Service and maintenance facilities (e.g., Jiffy Lube):

• Gives maintenance history of vehicle

• Gives location of facility to assist in identifying 
potential rate evasion

- Manufacturers:

• Open recalls (Is the vehicle a lemon? If the vehicle 
was in a fire or is a total loss, did the claimant have 
a motive?)

Figure 4: Sanctioned Provider website 
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 ● Public records data aggregator companies such as Lexis 
Nexis, Verisk ISO, and Thomson Reuters: This data will 
cost you, but it can pay dividends when you’re trying to 
learn more about certain loss types, such as expensive 
jewelry or vehicle and home thefts/fires. Here are some 
other ways you can use public records data:

- Identity verification

- Prior claims history

- Criminal record

- Vehicle was a prior salvage

- Bankruptcy, liens/judgement, or foreclosures

When you match these data sources to your own claims data, 
you can add another level of scoring. Consider the following 
example involving a non-recovered stolen vehicle that didn’t 
use public records:

 ● Business rule reason codes:

- Insured for greater than 5 years

- Late report of stolen vehicle loss

- NCIC open

 ● Predictive Model Reason Codes:

- Loss involves stolen vehicle unrecovered.

- Insured age between 18 and 25

 ● Business rule and predictive model combined score: 
Medium risk

You would have to vet and assess that medium risk score 
against other scored claims—and reviewers might not get to 
it at all if their buckets are full.

But look what happens when you add the public records 
reason code:

- Verisk ISO:

• Two matches to auto theft claims with XYZ 
Insurance Company dated two and three years ago

- Public records match:

• Lien/judgement dated eight months before claim

• Bankruptcy filed three months before claim

 ● Business rule, predictive model, and public records 
combined score: High risk

Given all the information and the high-risk score, an 
investigator could take on the claim immediately, 
bypassing a reviewer. This saves time and decreases the 
chance of missing a solid referral for investigation.

Social media—a valuable source 
of information
Social media is proving very useful in combating fraud. 
Investigators and analysts often scour social media sites to 
find that one piece of information that can either make or 
break their case.

The statistics speak for themselves:

 ● As of January 2017, Facebook had over 1.8 billion active 
users (Chaffey, February 2017)

 ● Three-quarters of Facebook users and half of Instagram 
users use each site daily (Chaffey, February 2017)

 ● Usage of social networking has increased from 7% to 65% 
in the last 10 years (Chaffey, February 2017)

 ● One million new active mobile social users join daily 
(Smith, March 2016)

 ● Internet users have an average of 5.54 social media 
accounts (Smith, March 2016)

Many people who use social media opt for private settings. 
However, just as many do not. By scraping social media 
sites or using social media data you may find photographs 
or comments that reveal an injury to be fake or show 
a person working who is supposedly at home sick. On 
the other hand, if a person doesn’t have a social media 
footprint, when coupled with other indicators that might 
suggest they aren’t who they say they are.
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An SIU can use social media in the following ways:

 ● As part of big data analytics and to create fraud 
models/rules

 ● Social network analysis to determine who connects 
to whom

 ● As part of identity verification

Adding digital tools to your SIU 
has challenges...
An SIU can face several challenges when introducing fraud 
technology or adding data sources. They are:

 ● Limited budget

 ● Poor or incomplete data

 ● Data located in disparate data sources

 ● Complexity of the data

 ● Training staff to effectively and efficiently use the link 
analysis tool

 ● Internal IT has no bandwidth to work with SIU to 
implement the fraud technology or data source

To make your wish list come true, consider the following 
three recommendations.

First, look at your overall operation and prioritize what 
your SIU needs to make the group most effective and 
efficient. You might decide to hire a consulting firm to 
conduct a diagnostic assessment or a design-thinking 
workshop to pinpoint the best areas, technology, or data 
sources to implement. You can then vet various fraud 
technologies and prioritize the top three that you want.

Second, work with your IT department to identify potential 
challenges in implementing the technology or data you’ve 
chosen. This is an important step because it affects your 
budget, resources, and project implementation. It’s best to 
keep your IT contact in the loop during the vetting process 
because IT will have insights about possible problems 
before they happen.

Finally, make a budget. Whether you use fraud technology 
or an external data source, you need to know what you 
can afford, based on the priorities you’ve established. 
Otherwise, you will need to make a business case—and 
estimate return on investment (ROI)—to justify spending 
more money.

Each of these recommendations has its own challenges, but 
you can address them if you appoint a dedicated person to 
the project. Take your time deciding these issues, because 
doing so will make your SIU department best in class.

...But the benefits far outweigh 
the costs
Consider what you’ll get with the right technology:

 ● Fewer false positives

 ● More effective and efficient SIU staff

 ● Increase in annual claim referrals

 ● Competitive advantage over other companies not using 
fraud technology

 ● Increase in impact ratio

 ● Shorter investigator cycle time

Depending on what you add, you’ll likely see benefits and 
return on investment within a few months. The best way 
to determine if anti-fraud technology is giving you the 
lift you were looking for is to label all technology-related 
referrals and investigations. That way, you can compare 
them with ones that come from a different source. If the 
technology is underperforming, determine whether it’s the 
tool itself or whether your SIU staff needs more training. 
Any new technology involves a learning curve and minor 
adjustments can make all the difference.

Conclusion: Digital fraud 
protection one step at a time
Many fraud technologies and data sources can help your 
SIU detect, analyze, and prevent insurance fraud. This 
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paper focuses on insurance claims fraud, but these same 
tools can also help detect fraud during the underwriting 
process and at point of sale. Best-in-class SIUs use a 
combination of fraud technologies, data sources, and smart 
investigators. Figure 5 provides a view of how technologies 
provide the SIU with solid referrals.

If you are just starting out on the anti-fraud technology 
journey, focus on one technology and continue to build 
your fraud technology toolkit over time. Eventually you 
will get there and look back on how effective and efficient 
your SIU operation has become with the integration of 

technology and data sources. Remember that “Rome 

wasn’t built in a day.” It is okay to slowly build your anti-

fraud technology one step at a time. Even with delays 

in implementation, stay the course as it will better your 

organization in the long run.

For organized fraud, the goal is to follow the money and 

identify the “puppet master.” For opportunistic fraud it is 

to identify and prevent the fraud from occurring. In either 

case, if you can control the opportunity, you may be able to 

prevent fraud from happening in the first place!

Figure 5: Illustration of various fraud technologies with the scoring output to SIU
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