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Outsourcing continues to be a key part of many companies’ cost control and 
capacity management strategies. As firms increase outsourcing across all 
functions, they also increase operational complexity and overall risks. While 
new risks and challenges have made risk management a top priority for the 
financial services industry, financial institutions need to re-examine their 
current Operational Risk Management (ORM) programs and frameworks 
to effectively mitigate and manage a growing number of risks from internal 
and external factors.

Solution
Overview
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Overview
The widespread usage of outsourcing services in 
the financial services industry has led to a surge 
in associated risks. These risks, if not managed 
effectively, can lead to value leakage and adversely 
impact an organization’s financial performance 
and operating model integrity. In response to 
ever-increasing risks, regulatory agencies have 
issued guidance on managing operational risks, 
holding financial institutions accountable for the 
actions of their providers, including compliance and 
safety related to products and services delivered.

While many financial institutions have invested in 
Operational Risk Management (ORM) programs 
to enhance their risk frameworks the effectiveness 
of those programs has been rather diminished by 
technological advances, stakeholders pressures, and 
new regulatory requirements. Examples include:

• Wide range of risks threatening the business and its
financial and operational health

• Pressure to reduce overall procurement costs has
increased reliance on suppliers, further exposing
firms to additional operational risk

• Third-party failures can result in both regulatory
fines and operational losses that are difficult to
predict but potentially devastating to business

• Regulators have become more aggressive in
enforcing outsourcing frameworks

Genpact’ s operational risk management solutions 
enable clients to enhance their outsourcing risk 
management. Our solutions help clients address 
outsourcing risk challenges through better insights, 
data management, performance monitoring, and 
process efficiency.

Assessing outsourcing risk
Outsourcing initiatives across business often 
fail to meet expectations due to inadequate risk 

identification and mitigation early in the outsourcing 
project’s lifecycle. To maximize the value of 
outsourcing initiatives and create a comprehensive 
risk management plan, Genpact operational risk 
management solutions lay emphasis on 

1) External vendor relationships;
2) Criticality assessment; and
3) Assessment of governance

Genpact approach
Genpact takes a structured approach to operational 
risk management. We leverage our global delivery 
business model and our risk management expertise 
to deliver effective solutions. Using risk maps, risk 
heat-maps, and control self-assessment we evaluate 
the existing risk management framework at a firm. 
Insights gained through evaluation enable us to 
identify key processes and inherent weaknesses, 
ascertain causes of loss and missing controls, 
and recommend a roadmap for enhancing risk 
management as well as for developing metrics and 
dashboards for risk forecasting and mitigation.

To begin with risk management for outsourcing, 
Genpact assesses all external relationships, including 
outsourced arrangements, key suppliers and partners 
on criticality, and the existing governance 
arrangements to identify the material outsourcers.

A weighted-scoring methodology is used to combine 
the results of the criticality assessment and the 
assessment of the governance arrangements. The 
scoring methodology is aligned with the Financial 
Services Authority (FSA) guidance and rules in 
SYSC 8 (Senior Management Arrangements, 
Systems, and Controls) to ensure objectivity and 
consistency. The results of the weighted-scoring 
methodology also validate the list of “material” 
outsourcers identified by procurement using an 
agreed definition. Genpact’s methodology focuses 
on translating the available data from the outsourcer 
into information which can be used within the 
firm’s existing operational risk framework.
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Three step approach for assessing potential impact of outsourcing risk

We assist clients at all stages of the outsourcing 
relationship, including:

1. Facilitating vendor selection: We help 
clients understand how various vendors propose to 
manage the firm’s operational 
risk and its compatibility with the firm’s 
current methodologies

2. Process redesign: Once the activities are 
outsourced, Genpact designs processes and 
ensures that operational risks are managed as per 
the client’s risk appetite

3. Contractual terms and data requests: We help 
define contractual terms such as required reporting 
and data feeds, to enable clients to effectively 
monitor all activities

4. Managing and monitoring vendor relationships: 
Genpact conducts operational risk data reviews 
to ensure adherence to service level agreements 
and verify the accuracy and validity of reported 
data. We also assist in renegotiating terms and 
data requests, and devise the most efficient and 

effective ways of managing current relationships 
and contractual terms

5. Expected or unexpected termination: We develop 
business continuity plans for clients in case of 
termination or failure of the outsourcing services 
provider to meet the expected service levels

Generating impact
With more than 2,000 risk analysts and expertise 
that spans across the risk management spectrum, 
we enable our clients to minimize losses and achieve 
superior compliance while reducing cost of operations.

Evaluation

1 3
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List of external 
relationships

Assessment of 
governance

Criticality 
assessment

Identify “material “external 
relationship & associated risks 
based on the assessment

Conduct workshops with business 
to agree the scenarios and assess 
the capital add on with respect 
to the agreed scenario for each 
“material” external relationship

Example

When a global financial major wanted to create a 
center of excellence that would validate the many 
credit-risk models used globally, Genpact validated 
and re-calibrated over 500+ risk models with 
exposures ranging from $300,000 to $40 billion 
across portfolios annually. This led to a significant 
reduction in operational risk for the firm.



About Genpact
Genpact (NYSE: G) stands for “generating business impact.” We are a global leader in digitally-powered business process management and 
services. Our Lean DigitalSM approach and patented Smart Enterprise ProcessesSM framework reimagine our clients’ operating models end-to-end, 
including the middle and back offices – to deliver growth, efficiency, and business agility. First as a part of GE and later as an independent company, 
we have been passionately serving strategic client relationships including approximately one-fifth of the Fortune Global 500, and have grown to over 
75,000 people. The resulting domain expertise and experience running complex operations are unique and help us drive choices across technology, 
analytics, and organizational design.

For additional information, contact, banking.solutions@genpact.com and visit, http://www.genpact.com/what-we-do/industries/banking-financial-
services

Follow Genpact on Twitter, Facebook, LinkedIn, and YouTube.
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