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2011 Regulatory Reform’s 
Implications on Data 
Management

This article summarizes the four major themes or Data Management implications investment 
banks (IB) and capital market firms face as a result of the this regulatory reform.

Data Management 
In 2010, the Dodd-Frank Wall Street Reform and Consumer Protection 

Act (also referred to as Dodd-Frank, or The Act) was signed into law.  

This Act dramatically impacts investment banks and the financial services 

industry overall, as regulators are granted new powers to enforce, review 

and monitor the products and activities of financial institutions.

The Act has implications throughout the financial industry as it 

touches upon the financial firms’ organization, products and business 

processes.  The Act impacts most of the investment banks’ products 

and trading, and will dramatically alter the business processes within 

financial institutions.  By doing so it also significantly impacts the Data 

Management environment. 

This article summarizes the four major themes or  Data Management 

implications investment banks (IB) and capital market firms face as a 

result of the this regulatory reform. 

Regulatory Reform Drivers for Data 
Management
Prior to the crisis, it was not uncommon for institutions to have multiple 

systems, many working as stand-alone silos as the result of mergers 

and uniqueness of product requirements.  However, with The Act’s 

requirements, there are several implications on Data Management 

beyond data integration as firms concentrate on centralizing their use 

of client, counterparty reference data across all products and operational 

processes.  Furthermore, The Act has place restrictions on determining 

the extent of trading activity on counterparty exposures impacting 

intra-day operating procedures.
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Context - FSOC
The Financial Stability Oversight Council’s Charter: 
Mitigate Risk

The council’s initial set of meetings were held in the 4th quarter 

2010, and their activities, mandates and regulatory requirements 

are still unfolding.   However, their charter is to mitigate risk, as 

this multi-agency council serves as an early warning monitor within 

the financial services industry.

To be efficient in its charter, FSOC will have to specify, ongoing, 

the information it must have to perform its evaluations.  Therefore 

the FSOC’s impact includes a requirement that information will be 

made available near real time, with ad-hoc capability, in a format 

that it specifies.  This information will be requested on a periodic 

schedule, and must be available for field audits in near real time.   

Uniquely, FSOC will utilize the newly created OFR – Office of 

Financial Research.  This unit is part of the Treasury, and will be 

commissioned to collect information and data  that financial 

institutions will be required to provide.



In summary, for IT divisions, the challenge will be to implement The 

Act’s requirements using new and existing technologies as efficiently 

as possible.  IT will play a critical role in deploying and administrating 

data management, business intelligence, risk analytics and compliance 

reporting.

For most firms these technologies and processes are not new, and 

in many cases, have existed within the investment banks for years.  

Headstrong believes, however, IB firms will examine the implications and 

requirements of The Act, and develop a business benefit in implementing 

solutions.  Firms will implement an architectural solution to achieve 

Enterprise Data Management, using newer technologies, consolidating 

and integrating functional requirements and data management that in 

many cases were built in silo fashion.

There are Four Data Management 
Implications - Themes as a Result of 
The Act
• Data Management and Data Governance changing enterprise 

architecture 

•	 Data	quality	and	traceability	demands	will	increase		

• OFR and compliance demands near real-time compliance 

monitoring and reporting 

•	 Counterparty	exposures	must	be	re-engineered	to	fit	within	

new compliance windows. Additionally, global trading 

activity monitors are required for numerous purposes 

including being made available to OFR field units

•	 With	and	enterprise	view	of	data	management,	new	uses	

and new technologies should be deployed to monitor 

complex events 

• Current reporting infrastructures will have to scale

• Central reference data is elevated in importance

•	 Firm	wide	adoption	of	Public	LEI	–	Legal	Entity	Identifiers	

•	 Unified	client	and	account	for	a	global	view	of	client

Data Management and Data 
Governance Forces Changes in 
Enterprise Architecture 
It is clear The Act requires a comprehensive approach to viewing firm-

wide exposures and risk; it requires information flows for valuation 

and asset modeling that have been reconciled and represent quality 

information.  The Act will force IBs to take an enterprise view of data 

to minimize decentralized operational processing without making these 

data changes against a “golden data source.”  It requires removal of silo 

architectures, removing the propensity to departmentalize information, 

and eliminating the potential of having different results at various points 

within the process.  What are firms considering?

Previously, risk, exposure, valuations and compliance reporting processes 

received trades, orders, positions, settlements, revenue streams, and 

reference data, typically in separate architectures.  For example, one 

firm has hundreds of sources for its risk calculations, some real time 

and others batch.  The likelihood of “non-golden source” quality data 

creeping into the risk models was extremely high at this firm.  The firms’ 

utilization of a point to point approach was based on the golden source 

never changing, and opens the firm to data management risks. With The 

Act moving components of compliance reporting to near real time, and 

risk and exposures having specific timing requirements, the “Enterprise 

View” firms are taking is highlighted (at a high level) below. As a result 

of Regulatory Reform…

Data Management and Data 
Governance are forcing firms to re-
evaluate their Enterprise Architecture. 

1. Firms reducing dependency on point-to-point data movement, and 

re-engineering global data solutions to consolidate geo-regional 

trading to feed consuming processes such as risk management, 

valuations, compliance and reporting.  

2. Firms are consolidating global repositories to better enable 

measurement of enterprise exposures, KYC, and creating new uses 

of consolidated data – in most cases in near real time.

3. Firms are creating service and data layers for consuming 

applications and systems, which facilitates the distribution of data 

to these systems.

4. Taxonomy, Meta Data.  Understanding how information flows, 

normalization rules and Business Process Management – 

understanding how the business utilizes, and aggregates data 

throughout the firm processes is key within Data Management 

and Data Governance. 

In summary, firms are re-examining how data is captured and distributed 

throughout all processes in order to minimize the likelihood of 

reconciliation issues within various consuming systems.  With penalties 

by regulatory bodies driving data consistency across the firm and near 

real time demands by internal and external parties, Data Management 

influences on enterprise architecture is paramount. A high level pictorial 

from a functional point of view of examining how enterprise data flows 

through an IB appears at the end of this article.

Capturing Streaming Data and 
Messaging Improvements
Two significant changes have occurred with regards to handling real 

time information.  First, there have been significant advancements within 

message systems to tighten the certification of message delivery, and 

an increase volume capacity has enabled improvements in enterprise 

messaging to make this process more prevalent within IB.

Second, and more importantly, the concept of Streaming and CEP – 

Complex Event Processing make caching and analyzing information, 

with minor transformations, more prevalent within IB architectures.  This 



capability permits real time validation of limits, exposure values, etc.  

It permits cross analysis of trades and sequence pattern recognition to 

detect trading irregularities.

Streaming is made possible by new hardware / software capabilities 

which	permit	adoption	of	Low	Latency	platforms	within	both	trading	

and post trade architectures.  These platforms can scale to handle 

300,000 messages per second, or more depending on trading volumes 

and intra-day tick message handling.

What is an example of a Complex 
Event?
As stated, irregular trading processing can be detected, based upon use 

and business cases of a firm.  An example would examine the following:

Detect if a Broker initiates a buy order on behalf of one of its customers, 

then issues a second buy order for the customer, then issues a sell order 

all for the same instrument and same customer.   These actions would 

be analyzed in real time over a period of time to catch irregular trading 

patterns, and once detected could send a notification, or take another 

action.  Complex events are the implementation of business use cases 

that either warns that a capacity or limitation is approaching, or analyzes 

a massive amount of data to determine irregular trading patterns. 

The same process could be utilized in counterparty exposure as trades 

are occurring, and could be utilized to notify the trader or a specific 

desk that the event was occurring for a subsequent action or prevention 

of the trade from executing.

Advances in Real Time Analytics and 
Real Time Monitors
Analytics mean different things to different areas of the IB.  Traditional 

business intelligence tools and platforms are great in handling 

scorecards, historical data and reporting.  These platforms historically 

did not lend well to real time analytics.  Newer data visualization 

platforms exist which permit multiple monitors to run based upon IB 

area and user profiles.

For example, firms are building trading activity monitors, which examine 

all products and activity by geo-region, exchange, asset class, instrument, 

currency, trader and client/counterparty.  These monitors examine the 

activity and volumes in a way to graphically and dynamically allow the 

user to sift through the dimensions, and change the views on the fly, 

all in real time without IT assistance.  These monitors allow drill down 

to the lowest activity, if desired, and the ability to graphically compare 

the activity to prior periods, again, in real time.

This capability again is not found in traditional BI platforms.  Other 

potential monitors include: counterparty exposure monitors, 

performance attributes monitors, portfolio exposure monitors, and 

many more.

The Act, in effect, moves some of the BO compliance functions to be 

incorporated into front office and middle office operational processes.

Reference Data Importance Elevated
Reference data, as the result of regulatory reform, is becoming increasingly 

more important as consistency across the organization becomes more 

important due to OFR field auditors analyzing internal processes and 

overall data management.  Furthermore, centralizing reference data, 

unifying client and account information, and implementing new legal 

entity standards increase in importance throughout the IB. In summary, 

new ways to handle data management to achieve consistent, real-time, 

reconciled data for the enterprise is required.  

Regulatory reform has forced the following fundamental requirements 

to be in place within IB:

• Risk and evaluation systems will obtain reconciled real time 

data

• Real-time monitors are made available for counterparty 

exposures, performance attributes, and various other 

management and operational monitors 

• Real-time event trackers to notify prior to completion of trades 

when limits are being approached, and when potential invalid 

trading or fraudulent trading events occur – in near real-time.

• Compliance real-time reporting – internal and to external 

parties (OFR, SEC, etc.) will be collected and made available in 

near real-time, moving compliance reporting from a traditional 

BO function to a FO/MO and overall management function.

• Centralized reference data hub distributes reference data to 

trading platforms consistently for all products.

Future Articles Will Drill Down into 
The Following Data Management 
Topics
Implications of The Act on:

•	 Legal	industry	standardization	impacts	on	DM

• Reference data and market data 

• Implementing an Enterprise Data View: Centralizing 

Repositories:  How does a firm begin?

                     

Conclusion
Regulatory reform will require firms to handle data management to 

make sure information is consistently utilized and reported across 

the organization.  Dodd-Frank is clearly a compliance and overall IB 

management issue.  However, IT organizations have the opportunity 

to utilize the time to upgrade IB infrastructures, to handle the pending 

compliance controls and compliance reporting, and enhance business 

operations required as the result of The Act.  IT will emphasize driving 

business benefits in responding to The Act.



While not every firm is implementing all of the detailed components, many firms are implementing components that make sense for their environment.  

It is clear that firms are changing their data management to reduce and eliminate the silo approach, i.e. taking an enterprise view of data management. 

In doing so, legacy architecture, legacy data architecture and legacy applications will be retired over time, and thereby offset many of the costs in 

complying with The Act all while reducing the operational (data) risks.   The diagram that appears on the next page illustrates a bit more detail of 

an Enterprise Architecture and an Enterprise View of Data.

Enterprise Architecture and Enterprise View of Data Management
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About Headstrong Enterprise Data 
Service
Headstrong’s Enterprise Data Services practice performs domain 

consulting advisory services for the investment banking and capital 

markets industry.  Our Enterprise Data Services expertise includes 

strategy and roadmap formulation, benefits/ROI analysis, architecture, 

modeling and solution definition, and implementation services. 

Our area of concentration is in reference data management, MDM 

Platforms, enterprise data warehousing and analytics.
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